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From research on the latest electronic transaction security technologies
to comprehensive strategies for reliable mobile payment solutions,
UL’s New Science advances are helping to support compliance,
interoperability and security for the latest transaction technology
implementations.
UL is working with customers across the industry, conducting stateof-the-art pilots; analyzing and assessing the security, functionality
and interoperability of new and existing technologies; enhancing
implementation processes; and developing unique migration
architectures to help transition disparate systems to a new platform.
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WHY CONTACTLESS INTEROPERABILITY IN TRANSIT MATTERS
In an increasingly urbanized world, the efficiency of mass transit is growing in
importance. Contactless smart card technology — in which a computer chip allows
a card to communicate with a reader with a tap or by holding the card within 10
centimeters of the reader (i.e., by using a radio frequency [RF] interface)1 — has
the potential to significantly enhance the speed, reliability and convenience of
transit payments, given that public transport authorities and operators implement
most interfaces today to be compliant with the ISO 14443 international standard.
Unfortunately, significant interoperability (i.e., the ability of one device to successfully
interact with another device) issues often emerge with these systems when other
types of contactless cards are introduced. UL believes the marketplace is clearly
trending toward more different ways to pay, and that addressing contactless
interoperability is vital to facilitate the expansion of efficient mass transit systems.2
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Contactless smart card technology

CONTEXT

has the potential to significantly

Contactless payments offer significant benefits relative to existing systems. For
consumers, contactless payment is more convenient. A consumer can simply wave or
tap a payment card or mobile phone at the terminal to process a payment. In fact, the
time saved has been quantified: according to one study, wait times were reduced by
14 to 20 percent in stores and 40 percent at drive-through establishments. Average
transaction times also decreased by 10 to 40 percent.3 Merchants benefit from
contactless payments as well:

convenience of transit payments.

enhance the speed, reliability and

• Transaction times become faster, meaning that customers move more quickly 		
		 through the payment process.
• Cash handling is reduced, payment terminal reliability is improved and
		 payment processes are streamlined, improving operational efficiency
		 and reducing operating costs.
•
		
		
		
		
		
		

Customer spending, frequency of purchase and loyalty are enhanced, driving
increased revenues.4 In fact, MasterCard Canada has seen 25 percent increase in
spending by users of its PayPass contactless credit card. Chase states that
merchants have experienced 40 percent more average ticket sales with its Blink
contactless card than with cash purchases, and that the frequency of everyday
purchases increased by 35 percent when compared with traditional magnetic
stripe credit cards.5
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Today, the mass transit industry in the U.S. and many other countries is pioneering
contactless payment systems.6 Since 2010, mass transit has been identified as the
fastest growth area for contactless smart cards globally.7 A key contributor appears
to be strong demand in the broader marketplace. In a 2013 study, three out of four
transit users in major cities said that electronic ticketing would make travel easier.8
In another study, 66 percent said they would be likely to use a contactless tap-and-go
(or wave-and-pay) method to pay for mass transit if it were an option.9 Given the clear
interest in these advancements, it is expected that half a billion people around the
world will be using mobile devices as travel tickets by 2015.10
As these systems have been implemented over the past few years, UL has observed
that, despite compliance with the ISO 14443 international standard, a variety of
interoperability issues with different fare management systems has emerged, including:
• An ISO 14443 compliant terminal unable to interact reliably with an
		 ISO 14443 compliant card
• A 50 percent variation in operating distance for terminals of a single type
		 and from a single supplier
• Terminals with a too weak or too strong RF field
• A contactless protocol tuned to one specific card type
• A sharp increase in communication reattempts when replacing
		 a memory card with a generic microprocessor card11

WHAT DID UL DO?
At UL, we reviewed the field data and leveraged our deep organizational experience
with transport authorities and operators to assess the interoperability issues emerging
with contactless transit payment systems. Our initial observations include the following:
• A large number of contactless terminals and cards that claim to be ISO 14443 		
		 compliant fall short of the standard (which is possible because currently there
		 is no ISO 14443 certification authority).
• A variety of interoperability issues in the interaction between contactless
		 terminals and cards, as previously mentioned.
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• Many transit schemes are unable to switch from one card supplier to another, 		
		 meaning that solving the resulting interoperability issues will be expensive
		 and time consuming.
• Most near field communication (NFC)-enabled handsets are proven compliant
		 with the more strict NFC Forum and EMV Contactless Level 1 specifications.
Based on our observations, we believe that the existing ISO 14443 compliant transit
terminals will continue to have many interoperability issues, which create severe
hurdles to implementing contactless payment systems.
We have developed a recommendation on how to address the existing interoperability
issues and provide a rationale that details both commercial and technical benefits to
our approach.12
UL advises the transit industry to mandate the EMV Contactless Level 1 specifications
for the contactless devices (both terminals and cards) used in transit payment
schemes. In so doing, we believe the public transport industry can achieve global
interoperability with its contactless interfaces.13
Our recommendation is grounded in the experience of major payment companies (i.e.,
American Express, Discover, JCB, MasterCard, UnionPay and Visa) with their contactless
cards. These companies faced the same interoperability issues as the public transport
industry; however, they addressed the issues proactively by establishing EMVCo, an
industry association that ensures worldwide interoperability and acceptance of secure
payment transactions. EMVCo’s work helps to protect the reputations of the payment
brands, which could be damaged by interoperability issues because cardholders expect
to be able to pay with their contactless cards anywhere in the world — as long as a
payment terminal carries the logo of the payment brand.14

UL strongly advises the transit industry

to mandate the EMV Contactless Level 1

specifications for the contactless devices
(both terminals and cards) used in
transit payment schemes.

For card payments, EMVCo created guidelines for both the physical and functional 		
aspects of contact and contactless payment transactions. To achieve interoperability
on the contactless interface in payment, EMVCo specified a number of tests to verify
implementations and established a full test and certification procedure with a number
of globally accredited test labs. These procedures, known as EMV Contactless Level 1, are
well defined and strict. 15
Because of the EMVCo specifications, the contactless interface for payments is now
globally interoperable. Today, contactless cards issued by a bank in one country will be
accepted by contactless payment terminals from another bank in any other country.
In addition, most NFC handsets are certified in accordance with the EMV Contactless
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Level 1 specifications and also benefit from global interoperability. As a result of
employing a rigid certification scheme that is imposed on payment terminals, EMVCo
currently offers a large platform that can be regarded as a de-facto standard for
contactless compliance.16
There are several commercial and technical benefits to our approach.
Commercial Benefits
1. Larger market, lower prices
Adopting the defacto market standard would open new opportunities for suppliers
to offer their EMV-compliant devices for use in the transit scheme. The potential
opportunity would be significant in an account-based setup in which much of the
transit-specific programming logic would be moved from the front-end equipment to
the back end. Such a setup would make it much easier for suppliers of EMV-compliant,
front-end equipment to enter the transit market.17
2. Future migrations become less difficult (strategic advantage)
Achieving EMV Contactless Level 1 interoperability would establish a common
technology foundation that would make future migrations involving changes to
higher communication levels easier. This foundation would make it possible to go
one step further and render the transit infrastructure suitable for EMV application
acceptance. The infrastructure would then be able to accept bank-issued (open loop)
EMV Contactless cards as a means to pay for transit. In addition, a transit scheme
could configure the EMV Contactless application on a Transit-branded card to use for
account-based ticketing. As an alternative to a contactless card, the EMV Contactless
application could also be hosted on an NFC-enabled mobile device.18
3. No barriers for (occasional) travelers
Occasional travelers would be able to avoid a difficult enrollment process and would
simply need to bring their own payment means, either a contactless bank card or an
NFC-enabled mobile device.19
4. Reduction of card issuance costs
Travelers who use their own means of payment (EMV card or NFC-enabled device)
would no longer need to be issued transit-specific cards. This would lower the
operational cost involved with the issuance of transit cards to both occasional
and frequent travelers.20

NEW SCIENCE TRANSACTION SECURITY / CONTACTLESS INTEROPERABILITY IN TRANSIT

6

5. Better service and real-time information to the traveler
NFC technology would enable an existing transit contactless card to be emulated on
the NFC-enabled device. As these devices have a rich user interface, a traveler could
be provided with real-time travel updates based on information stored on the device
and possibly enriched with information retrieved from the transit back office through
the device’s internet connection. This would improve the traveler’s experience and
streamline the delivery of services to the traveler.21
Technical Benefits
1. EMV offers the only contactless certification scheme
The communication that occurs between a contactless card and a contactless 		
terminal (e.g. transit front-end equipment) is described in the ISO 14443 set
of standards. To guarantee interoperability, compliance with the standard needs
to be independently verified. Going beyond mere supplier compliance claims is 		
imperative to assure that compliant devices can seamlessly interoperate with
other compliant devices.
In addition to the standard itself, a test specification should be defined to
determine how compliancy will be verified. For the ISO 14443 set of standards, 		
the corresponding test specification is the ISO 10373-6 set of standards. We
believe that establishing a test specification is only a starting point. There is
also a need for accredited labs that test implementations against the standard 		
using the test specifications. Based on the findings of the accredited labs, the 		
accreditor would then be able to issue a certificate of compliance.
Although there is a test specification (ISO 10373-6) for the ISO 14443 set of
standards, an established certification scheme is lacking. On the other hand, 		
EMV offers a standard that provides further details to ISO 14443 or offers
choices of options left open by ISO 14443. For example, the required
minimum field strength offered by the contactless front-end device
(i.e., terminal) is specified in greater detail by EMV than the general 			
requirement of ISO 14443. EMV also defines a specification to test the
compliancy of implementations against the EMV standard and provides a 			
certification scheme, including a number of accredited test laboratories.

UL believes that EMV offers the

only certification scheme available
for future-proof contactless

implementations of ISO 14443.22

Based on this, we believe that EMV offers the only certification scheme
available for future-proof contactless implementations of ISO 14443.22
2. EMV compliance brings NFC compliance
NFC-enabled devices (handsets) are also being certified using the EMV 			
standard. Therefore, if the transit infrastructure is certified in accordance with
the EMV standard, future interoperability with NFC-enabled devices is assured.23
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IMPACT
At UL, we believe that conformance to a strict specification of the contactless
interface in transit is the only way to realize interoperability. We think it is
particularly imperative to achieve the compliance of the acceptance side of the
interface (e.g., electronic gates, validators, inspection devices). Only then will
contactless transit cards from different suppliers or mobile handsets be universally
accepted. EMV Contactless Level 1 is currently the only full test and certification
process that offers a comprehensive set of guidelines for public transport ticketing
schemes. Therefore, UL recommends that EMV Contactless Level 1 be adopted as a
standard for any new device. In addition, we believe that transport authorities and
operators should upgrade existing devices in a phased approach. In so doing, public
transport systems around the world will begin to achieve the efficiency they need to
provide the speed, reliability and convenience travelers increasingly desire.24
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To learn more, explore the New Science of Indoor Air Quality,
Transaction Security, Sustainable Energy, Workplace Health & Safety
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